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Editor’s Notes

Did you know it IS possible to create accurate sched@es$Rat most projects consume
50% of the development time in debug and test, and thatat’ hard to slash that number
drastically? Or that we know how to manage the quanaglationship between
complexity and bugs? Learn this and far more at my BEttemwware Faster class,
presented at YOUR facility. See http://www.ganssle.ctastes.htm .

Contest Results

Microchip gave me an MPLAB starter kit as a giveaway, iarthe last Muse | offered it
as a contest prize. The question was “what will embeddeslatament be like in 10
years.”

Lot of interesting responses arrived, including a commlaggnal SF story that | can't
reprint here as it has now been submitted to a magaAmeewinner was Ignacio
Gonzalez Torquemada, who wrote: In 10 years, everybodyaukk from 2 to 26 fingers,
depending on his needs, and so, at last, we'll get ridseftea numbers, and revert to the
more useful base sixty (babylonian type), so | supposewhan you wrote "10 years",
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you were actually meaning "10 base sixty years", thaixiy, wears, well, 60 base ten,
you know.

So, in 60 years (that is, in a period of time equal to 98%eofet Westphal 1's orbital
period, to avoid ambiguity) | predict the following:

1) I'll be still reading, hearing, seeing, or just getting, Ehtbedded Muse.

2) Embedded development will be all about governing nano-rewtts/our mind. Your
boss will come, tell you what he thinks the customatkihihe wants, you'll think the
problem in terms of armies of nano-robots, the nanotsoWwill appear, build another
nano-robots, build the necessary electronics, netwonkilleware, software, re-
configure themselves, test themselves, deploy themseidesodve the problem; your
boss will come and tell you that you have solved thengproblem, and... well, as usual.

3) Intel will have disappeared. Ditto Freescale, TeRadips and ARM. The pervasive
nano-robots will be programmed in Chinese, and the thirghainind the scenes (where
thingware will be a mix of hardware, software, middlesvand underware) will be
produced by Yagooglehoo Inc.

Abdallah Ismail wrote: Graphical-based development coedsbime dominant, especially
but not limited to the FPGA market...Cypress' Design Expfiebs Labview, Altium's
Designer, and Simulink are just few examples fuelingdbislopment stream...the tool
will become in charge of the development process,h@ptogrammer :(

DSProcessors will become obsolete, or at leadietine will, overtaken by the ever-
improving easy-to-use microcontroller...The DsPIC drivimg very contest is a glimpse
of the future of microcontrollers (and DSProcessais2pme.

32-bitters will takeover...For example Luminary's ARM palitf include 28-pin
microcontrollers within the 2$ range...They're stroqgighing for 8 and 16-bitter
replacement, and with very convincing arguments | must say!

Governed by the theory of evolution, the industry edlhverge more and more towards
few standard architectures, with few standard comp#dirhe open-source code in the
world, and 10$ development Kits :)

This from Donald L. Dobbs: Embedded development will Haigger, better, faster
computers for simulations and cross-compilers. Tligvaoe tools will be more
powerful. These changes are just a part of the ngitogtession of technology.
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What will not change is the quality of the code. As dgleneral said: "those ignorant of
history are doomed to repeat its mistakes." Each gemermtnewbies will write the
same sloppy code because they won't stand on the sm®okthose who preceded
them. Managers, in particular, are culpable becauyenthesr seem to know enough
about the technical aspects of good code developmenhér #istill or insist on the
training and methodologies needed to produce solid code. arnedie-Mellon stuff is
focused on big systems. | doubt if any managers or prageasnn embedded shops are
even aware of C-M unless the shop is part of a bigggmaration forced to embrace C-
M methodologies (requirements).

Sorry to sound so negative, but I've been involved in SWsdege 1960 and nothing
seems to change. C & C++ code is even buggier thasotteewe wrote using Fortran,
PL/I and Cobol. Languages come and go and really hatngdb do with the quality
of the code. Skilled programmers can write good code ifaanguage handed to them;
bad programmers can even screw up Ada.

Firmware - Best Practices

In response to Richard Wall's request about teaching baestiges readers had a lot to
say. Gary Stringham wrote: A required part of developiryraaintaining quality
firmware (a.k.a. embedded software) is to have proper hagdsugport. | have seen
many examples of poor-quality firmware because of canstramposed by hardware
that should not have been there. To that end, | h&es tan the mission of promoting
best practices in hardware/firmware interface desSge.
www.garystringham.com/newsletter for several sudt peactices.

You have asked more particular about best practicdgrfovare quality. So here are a
few that | have used in my firmware development. Sohtbem may be non-
conventional but they have served me well.

- Collaborate with Hardware Engineers: If possibleagefuainted and establish a dialog
with the hardware engineers about the chips you are udiugwill help you have a
better understanding of the chips and help them to understamehfe so they can
design better chips.

- Stay in the Same Job: Stay in the same job fteast two versions of the same product.
During the first version, you are learning your job. lbsquent versions, you know
how to do it you can work on improving it. You will sedat porting and maintenance
issues pop up which you can then address.

- Work Yourself Out of a Job: Make the code so thay \itle effort is required to port it
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to the next version of the product. Implicit in thighat the code is of high-enough
quality that very little debugging effort is required to gefding on the new product.
Working yourself out of a job will free up time to taéie and improve new tasks.

- Provide a Logging and Dumping Facility: Put in a simgoid lightweight logging and
dumping facility in the code and leave it there. It wribve useful in the future when
integrating the whole system. Have it be able to dumpgaliffer of events, current
values of variables and data structures, and current \aflpestinent hardware registers.

- Test the Debug Code: The debugging code that is leffionld undergo nearly the same
level of quality testing as the main code. Otherwise, will waste time trying to debug
the main code when the defect is in the debug code.

- Test Using Hackware: Put temporary hacks in your medolénduce various
conditions for testing. Use hacks to induce all flavafrerrors and boundary conditions
within the module, to pretend that operating system oatilsn errors and bad results,
and to pretend that the hardware registers are repertiogs and difficult-to-reproduce
conditions. When done, take out the hackware. Althoughware cannot be used in
automated and regression test suites, they serve d piggiose if designing, creating,
debugging, and maintaining such in-depth automated regresdicuites are cost
prohibitive.

- Be Able to Debug a Buttoned-up System: System-level prabpem up when real
production hardware is running real production firmware ungecayand heavy loads.
But at that point, in-circuit emulators, JTAG snifedebug monitors, and other external
probes can no longer be attached. Provide some back-doadtetfet at the code and
dumping facility.

These best practices helped me to produce quality codeethaistandard for others to
follow. I never got the award for most defects fixed. @ngineer jumped for joy when
he finally found a problem that was due to a bug in my code witest of the time the
bug was in his code.

Here’s John Carter’s take: Sigh! Those lists will pradoeat, stiff and wrong code.

Two items must be added.

1. Take the time to understand Design by Contract, incp&t the notion of class
invariants. Design your classes so their invariant cab@smashed by any means.

If you don't believe me, believe Bjarne... http://wwstiraa.com/intv/goldilocks3.html
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2. Reduce coupling, increase cohesion.
Most else follows from those two principles.

| have to agree with John. Design by Contract is haaotiget science — it's similar to the
age-old idea of checking your goesintos and goesoutas —rblaachto brilliant results.
Here’s a three-part series | wrote about it:
http://www.embedded.com/columns/breakpoint/197008824
http://www.embedded.com/columns/breakpoint/198701649
http://www.embedded.com/columns/breakpoint/199202728

Bill Stefanuk wrote: Like Richard, | too teach embedded systed software
development. Here’s my pet peeve with students (and stirees I've worked with
along the way) that could be rolled into Richard’s listmay seem totally obvious but,
based on the number of students that I've seen go dosvroad, apparently its not.

Zero tolerance for *WARNINGS***
I’m going to make it a rule after this past semesterlthamn’'t help students with their
problem until they can show me that their code compiteslinks without warnings.

Amazing how many problems go away when the warnings do, amdnamy
undiscovered ones won't need to be found and fixed.

From Peter Miller: This omits the most important anes

* write tests

* require, no, _mandate_ tests

* reward testing

> 2. Impediments to quality code

Number One Worst Problem: The "you can't test embedded esdefttion.

| can't tell you how often I've heard this, and it's plamong.

Some of the many many ways to test embedded code include:

- If it's pure assembler, run it in an emulator. Nebgi®ne (software or hardware) is a
false economy. Test your code on the emulator bgfmudoad it into the hardware,
preferably scripted for repeatability.

- Find ways to mimic your hardware's environment (using asrineal" code as
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possible), especially all the unlikely corner cases: sbme "impossible" cases as well.
The routine every day stuff is largely uninformative tiesting.

- In addition to cross compiling, native compile your codeyour build host, and test
each module, each function, each class *on *the *bintst*, before you ever load it
into your development prototype.

- You should be delivering *at least* as many lines of tedeas you deliver product.

- Tests capture how the software is *supposed* to work vy that plain code cannot
(even literate programming, of which | a big fan). Tesfgesent an important form of
"corporate memory", allowing your project to move betwdepartments, between
contractors, between processors, between compilers.

Thad Smith contributed: My personal item, often not higlother people’s list is to
document interfaces accurately and in detail. Manyfades are function calls, so a lot
of focus goes into documenting those well. Covereduar@aimental description, what
must be true prior to calling the function, what is traeeturn, and detailed description
of parameters, including units of measurement, special\ases, and boundary values.
My own style is to place all information needed to catidules functions in the C header
file associated with the code file. If you have to labkhe implementation code to
determine the answer to a question concerning usage, tHadatprobably isn't defined
well enough. Having a well defined interface helps alltvescalling code and called
code to be independently checked against the declared isterfac

In C, typedefs are a convenient shortcut to assigibuatis to several variables of the
same type. Document the units, range, and meaning ofpg@evith a typedef.
Variables declared with the typedefed type inherit all themmgs for the type, reducing
the need to reiterate units, ranges, etc. They alsngteoconceptual thinking, in my
opinion.

Cliff Wignell enjoyed the reference to Zen and the érMotorcycle Maintenance and
wrote: | just wanted to mention that your comment alimbiert Pirsig (Firmware- Best
Practices) made me smile, my High School Englisbhesatold me | should read it, she
even presented a copy to me, it took me 7 years to @atcito reading it, | ended up
reading it three times, the message did not begin tcaapipél the second reading, a
case of concentrating on the words not the message.

Software development is both an Art and a ScienceStence part deals with the
methods, algorithms, timing, bits and bytes; the Art itogiag which parallel path,
function naming and formatting etc. | think the Scierscéhé easier part to teach, with
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the art you can provide the rules and suggestions but the shesetst to decide to own
it, read it more than once.

My favourite language is C, it to me is a natural extengabstraction) of the processor;
well written C is a delight, with the correct seleatof naming it will read almost like
English.

It becomes, | think pride in your work and the greatestpiement you can receive is
during a code review, no comments are made or someoas #tat is loverly.

Many | think see the act of coding as the penultimatd act not think it is, it is the
mechanical process of transcribing the Science and#ria machine readable form, a
process not the end in its self; if that makes sense.

| use a PCode approach, (as per writing Solid Code MS)Resny code is in effect
documentation with code inserted.

One thing I do, is when | am writing and | am about toaienction for the first time
(especially with MS products) | write a little test gram to all the function so | can
check that | properly understand the parameters and retwvrige a lot in Windows (&
Linux) and | am still surprised by functions that do not pately operate as described,
these bugs are very difficult to find.

Last comment, is when | write a function, especitily larger one, similar to the above |
will write a test program to test it and make sure lehaet done any thing stupid.

Tony Gray wrote: In response to your request for comnentsest practices, Id like to
add the following:

Keep your variable and function names in synch with tieage. As a project
progresses its not unusual to find that a particular var@tfienction ends up in a
slightly different role than you originally plannedhére’s nothing wrong with that, but
you must update the name to match the new usage. eevecode reviews get derailed
into a ten minute discussion of the role of a pardicuériable, only to find that the
confusion stems from a mismatch between the namehangsage.

Id also add that in my opinion Code Complete is the lmblgest practices and should be

part of every university’s software curriculum.

Chris Nelson sent this: I've long thought that if | elvad a chance to design a software
engineering curriculum, I'd include a mandatory, two-cosespience that was only
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taught in Fall or Spring semesters so you had to take sofftbetween the courses.
The twist is that the second course is entirely namirig and enhancing the code you
produced in the first course. Or maybe half maintaining yevn code and half someone
else's. In the confines of a one-semester coursesould have project N be changes to
project 1 (where projects 2, 3, ... N-1 had nothing tavitlo that). I'd also pair off
students in user/developer pairs and let the user clarithé developer any ambiguities
in the project spec, perhaps by editing the spec sottharader could compare both
products.

John Davies, too, had some ideas on how to teach writinyoezde: | majored in EE
but took as many CS classes as | could. By accident, kt@fk class in List Processing
Programming. | was the only EE in the class. | shoule ltrwpped it immediately
because | was way over my head in the class. | haokleeminimum requirements to
take the class, but the next year the professor \aasiplg on raising the requirements.
He decided that since most of the class met the regsporements he would teach as if
we all did.

However, the last part of the class was going to batadtificial intelligence. It was
1980 and what could be cooler than Al? So | stayed in.

First class, he said that although we could write ougasgnts in Fortran, Pascal was
preferred. So | went to the bookstore and bought the onbaPlasok they had. It sure
wasn't _Pascal for Dummies_ or _Learn Pascal in 21 Day% irb&a880. It was more a
book on Pascal syntax on the off-chance | wanted ite wrPascal compiler.

The professor did two very good things in the class.

1. The assignments built on each other. So the gasth'to get the assignment done
then throw it away. It was my first exposure to eatmgown dog food.

2. After each assignment, he provided his own well-wrjttégan code. We were allowed
to either use his code or our code for the next assignment.

My first program was Fortran-ish code written in RdsPart of it might have even
worked. The next program was leveraged off his code ankliedanuch better. It also
looked more like Pascal. Eventually | was confident enoaglidrt eating my own dog
food.

| got a B out of that class but it was tense for asvhil
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Troubleshooting

Tony Gray wanted to add onto the on-going debug discuddioriPelc is spot on with

his formal scientific method approach to debugging. Thetling | would add is to start
at one end of the cause-effect chain and work yourtavélye problem. For example, lets
say you're debugging a routine that converts an A-tadhtfrom a thermistor into a
temperature and that, to start with, you have very litfermation other than the
temperature your software calculates is incorrect.tlie example the chain of cause-
and-effect starts with the sensor itself and ends thélhreturn value of your function.
Begin at one end of the chain and move forward orwadk In this example you could
start by measuring the voltage across the sensoryéndy that the conditioned voltage
on the A-to-D pin is correct, then verify that the catee A-to-D value is correct, and so
on. Or you could start at the other end and work backvehadsng with the last step of
the conversion algorithm. Too many times we engineenp juto the middle of a
problem, making assumptions that what came before aresginaes after must be
correct. Verify those assumptions before forming yogothesis.

Jobs!

Let me know if you're hiring firmware or embedded design&lo recruiters please, and
| reserve the right to edit ads to fit the format andnts of this newsletter.

Draper Laboratory is an independent, not-for-profit ergyimg research and
development organization. Its mission is to serventti®nal interest in applied
research, engineering development, education and tegywansfer. The core
competencies leveraged in Draper's work are guidance, navigawibcontrol for
strategic systems; precision targeting and informatianagement and decision
systems; autonomous air, land, sea and space systelmbjer fault-tolerant embedded
software; and miniature, low-power electronic and meiciad systems. We are located
in Cambridge, Ma.

We have an opening for a Software Engineer with 3 yealsedded software
development skills using C. Projects include workingracro-electronics systems,
soldier portable systems and unmanned air and ground vehiclesficSpgosure to any
of the following is a plus: PowerPC, TI DSP, GPS, agtinal processing.

Relocation assistance is available.

To apply send a resume to nbeaumont@draper.com
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Lutron Electronics Inc., located in the Lehigh Valled &ea, is the world leader in the
design and manufacture of lighting controls systemssaading solutions. Currently we
are seeking Embedded Design Engineers. You will wonkegairement gathering,
architecting scalable systems, user interface desigatats, development, and testing.
Also, you will assure high quality standards, good coding mestprocess
improvements, clean designs, smart testing and reviewigegacQualifications are
Computer Electrical Engineering degree, 3+ yrs. experignsefiware/hardware
development, C++ object oriented programming, and fantylianth real time operating
systems. RS485 or Ethernet experience is a plus. Apglipe at www.lutron.com
Careers Section.

Z Corporation (Burlington, MA) designs, manufacturesl sells the worlds fastest 3D
Printers, machines capable of building three-dimensiondetadalirectly from digital
data. We are seeking a software, computer, or eldatnggneer to join our dynamic
team in co-developing the hardware and firmware aspéctsntrol for our 3D printers.
As part of a multidisciplinary design team, this enginel be responsible for
programming in C and C++ interfacing with programmablecogiicroprocessors and
analog circuitry, as well as system integration.

The ideal candidate will have significant product deskpeaence with C and C++ for
hardware/software integration of embedded systems usingmeabperating systems,
have experience interfacing real world electromechadegles, and be familiar with
logic design using FPGA's. Candidates should have anesrgig degree (computer
science, computer engineering, or electrical engineerfing)years or more experience,
strong academic and work references, and be excellemhgoicators.

Requirements/duties:

- BSEE, BSCS, BSCE or equivalent

- Proven object-oriented design skills in C++ utilizingantance and exception
handling.

- 5 years or more product development experience

- Multi-threaded programming for x86 or other 32 bit processiogus commercial
embedded real time operating system.

- Design skills; software & hardware codesign.

- Documentation: writing specifications, test benchesdotumentation of finished
code.

- Continued maintenance & support of released code.

- Used to working alone or in a small team.

- Motion control; electromechanical interface.

- Familiarity with SPI, 12C, and other standard commuioceprotocols.

- Programming 16 bit MCUs in C.
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- Understanding of HDLs like Verilog for PLD or FPGA dgs

Please send resumes to recruiting@zcorp.com

Buglabs is searching for an Embedded Developer. Ideaydbaut of New York - we
are looking for passionate, experienced Device DriverLangk Developers - we are
talking about the kernel, driver internals, ARM expereerand the Linux bus
architecture. You use and contribute to Open Source Seftwark with cross-
compilation and embedded tools, C programming, and shedtisgri You are also
familiar with several desktop and embedded distributiGesting your hands dirty and
working deep in the code is what you love most.

The posting is here with more details
(http://www.buglabs.net/jobs#embedded_linux_developer) alodvbe

Major Responsibilities

* Write, maintain, and port Linux device drivers

* Manage and update make files and build scripts

* Make strategic choices on software packages and opecesgroups to utilize and
contribute to

Minimum Requirements

* Proficient in 'C' programming

* GNU tools/Cross-compiling experience

* At least 2 years Linux device driver development exgrere

* Linux 2.6 kernel Kconfig/makefile familiarity

* Experience with Wifi, I2S/audio and power managenugivers

* Linux application development experience

* Low-level hardware device experience

* Exposure to full software development lifecycle

* Embedded Linux development experience

* Distributed application development experience

* ARM familiarity

* Embedded system design experience

* Experience and participation with open source prageds(a big big plus

* Self starter - ability to work independently as waslin teams

* Demonstrable background in computer science (algorittims/ space complexity,
abstract datatypes)

* Excellent communication skills a must
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Joke for the Week

Frequent contributor Catherine French sent these HakWindows:

The Web site you seek
Cannot be located, but
Countless more exist.

Chaos reigns within.
Reflect, repent, and reboot.
Order shall return.

Program aborting.
Close all that you have worked on.
You ask far too much.

Windows NT crashed.
| am the Blue Screen of Death.
No one hears your screams.

Yesterday it worked.
Today it is not working.
Windows is like that.

Your file was so big.
It might be very useful.
But now it is gone.

Stay the patient course.
Of little worth is your ire.
The network is down.

A crash reduces
Your expensive computer
To a simple stone.
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Three things are certain:
Death, taxes and lost data.
Guess which has occurred.

You step in the stream,
But the water has moved on.
This page is not here.

Out of memory.
We wish to hold the whole sky,
But we never will.

Having been erased,
The document you're seeking
Must now be retyped.

Serious error.
All shortcuts have disappeared.
Screen. Mind. Both are blank.

| ate your Web page.
Forgive me; it was tasty
And tart on my tongue.

About The Embedded Muse

The Embedded Muse is an occasional newsletter senteaieh ley Jack Ganssle. Send
complaints, comments, and contributions to him at jag&@sle.com.

The Embedded Muse is supported by The Ganssle Group, whesemis to help
embedded folks get better products to market faster. Wiesaffeinars at your site
offering hard-hitting ideas - and action - you can take twonmprove firmware quality
and decrease development time. Contact us ahfo@ganssle.corfor more information.
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